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Sponsor

e Tom Lookabaugh

e Assistant Professor in Computer
Science Department

e Faculty Director of Interdisciplinary
Telecommunications

 Research into areas such as
e Selective Encryption
 Broadband
 Multimedia and Distance Learning

Joe J




Problem:

e Multimedia files are
large

e Encrypting can requ
processing time




Solution:

e Selective Encryptio
e Team ISE




Definition of Selective En

e Selective encryption
encryption to a subset
the expectation that t

will be rendered usele




Successful Selective Encr

The right subset m
the file may not ver

Example:

For ixstanxe, obsxurinx
everx Tiftx lettxr of ax
Englxsh sextencx does xot
maxe 1t pxrticxlarlx hard
X0 read.




Sponsor’s current researc

e Target for degraded |
than secretive

e Encryption of less tha

e Allow only a small rec




Joe J






Team ISE Presentation Outli

e General introduction to ¢
e Requirements for JPEG |

e Architecture and Design

e C++ Production Code
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I Compressed




voice

ard compression scheme




11
NY L wre Descriptive
lathematical

)nents are referred to as
a compressed media file

10

0o




e (piece of a JPEG file):

ff el
00 10
4a 46 49 46 0001 01 01 0048 0048 00 00




ff e0 (indicates Application Data)




00 10 -- (16 bytes of data will follow)




4a 46 49 46 00 01 01 01 00 48 00 48 00 OO

(16 bytes of information indicating what
application created the file.)




\ttempts to break into the




method

5 published publicly
nvolved in producing the
review and attempt to

ryption
ption is broken, we can
algorithm




2s makes the file bigger

selective encryption
ore complex than

an entire file

nd the right target to




ation useless

ption involves selecting
A bit stream to encrypt in
e the amount of

ed and maximize the
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JPEG Specification

Joseph K



ess of analysis, we were
get appropriate
sful selective encryption

quired to handle Baseline
2 most commonly used
de for JPEGS




)ntain information that
Isibility of the image

)ntain information that can
1 or forged by a hacker




of Baseline Compression)

lerarchical Progression

2line Compression)
mber of Lines

2start Interval

age
ot part of Baseline




y (Not used in Baseline

2lves are predictable
sily reconstructed
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1 Analyze

exadecimal
ation for a single JPEG

Joseph K



This is an ASCII representation (in hexadecimal) of the kinary values found in the file
: Dust.jpg
ff d8 — Start of Image
ff e0 — Applicatdion Data — 00 10 — (16 bytes) — 4a 46 49 46 00 01 01 01 00 48 00 48
00 00

ff do — Define Quantization Table — 00 43 — (67 bytes) — 00 06 04 05 06 05 04 06 06
05 06 07 07 06 08 0a 10 0a 0a 09 09 0a 14 0e Of Oc 10 17 14 18 18 17 14 16 16 1la
1d 25 1f1a 1b 23 1c 16 16 20 2c 2023 26 2729 2a 2919 1f 2d 30 2d 28 30 25 28
29 28

ff do — Define Quantization Table — 00 43 — (67 bytes) — 01 07 07 07 0a 08 0a 13 0a
Oa 13 28 1a 16 1a 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28
28 28

ff c0 — Huffman Table — Baseline DCT — 00 11 — (17 bytes) — 08 01 cb 02 4a 03 01
22 00 0211 01 0311 01

ff ¢4 — Huffman Table — 00 1f — (31 bytes) — 00 00 01 05 01 01 01 01 01 01 00 00
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b

Joseph K



ber of Huffman tables
of Huffman tables

ber of Quantizer tables
of Quantizer tables




ber of markers

es processed

e file dedicated to:

ables
tables

Joseph K




)graph vs. Manmade

10-19KB, 100 KB, 1 MB,

anges: 320x240,
800x640 Pixels




All Picture Results from 10-19Kb

B % Huffman
1% Quantizer
M % Encoded Stream

Joseph K



Jlata stream

ge portion of the file

o of the file!

Joseph K



)le affects on image

sually damage the image

nlaced with another




damage to image

ly derived from the image

e Huffman Tables a
or Selective Encryption




Architecture &

Andrew



eritance

Andrew



to JPEG images
st the effects of

g each type of frame

ode

ase of C++ package

INng selective encryption
ful targets
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OR and ISE DECRYPTOR

le Name and Path
File Name and Path
ion Key

Andrew



11

1 [ ed by our specific
' ses:
[ 11

B L]

0o

selectiveEncryption(. . .) = 0O;
selectiveDecryption(...) =0




11
- l"||
[ 1.6 e : public ise

0o

selectiveEncryption(. . .);
selectiveDecryption(. . .);

Andrew



11
- l"||
[ 1.6 : public ise

0o

selectiveEncryption(. . .);
selectiveDecryption(. . .);







Il ISE JPEG Manipulator - ¥ersion 1.0.1 - C\Dust.jpg

Fil=  Help
Mew Project
Cpen Project
Save Projeck

Dpen Pickure
Ipdate Picture

Exit:

Picture | Manipulated Ficture

=10l x|

Project| File Information | Encoded Data | Quantizer Table  Huffrman Tables 1 ]Huﬁman Tables 2 ] Application Datal Misc l

Huffrman 1: izl

Original 1:
Reztone

Huffrnan 3: ffod

Original 3:
Restore

0501 ch 02 420301 220002 11 01 0311 01

10000201 050:02040205050404000001 7d 0
203000411 051221 31 M 0613516107 2271 14

Huffrnan 2: ffod

Original 2: ffod
Faztore

Huffroan 4: fiod

Original 4:
Restare

000001 0501 01 01 01 01 01 00 00 00 00 00 00 00 00
01 02 03 04 05 0f Of Of Of Of Of

A e
I

010003010101 010101010101 00000000 0000
01 02 02 04 05 06 07 08 03 0a Ob




ctiveEncryption(
2am &input_file _stream,
eam &output file stream,
* key material,
* encryption_flags,

m_ flags, int quality);




ctiveDecryption(
2am &input_file _stream,
eam &output file stream,
* key material,
* encryption_flags,

m_ flags, int quality);




e with ‘.Jpg’ extension

ed file with ‘.ise’

Andrew



ed file ending In ‘.ise’

e with ‘.Jpg’ extension

Andrew



/Production Code
evant sites




INng, the project will be
clude:

Jression

ression

Design of the JPEG
ptor makes these
ssible.
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Demonstration:
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