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Problem:

*Multimedia files are

eEncryption is expensi
Processing time

eFile size

Statement




Solution:
eSelective Encryption
Definition from MPEG

Selective encryption applies encryption

to a subset of a file with the expectation
that the entire file will be rendered
useless to anyone who cannot decrypt
that subset.




Selective Encryption Re
Perceivable degradatic
Encryption of less tha
eMinimize required co

eMinimize increase in f
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Criteria For Bad Targe
eOptional markers
eNot used in Baseline
No effect on image @
eEasily guessed or forg
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Selection Process



All Picture Results from 10-19Kb

B % Huffman
1% Quantizer
M % Encoded Stream

| Analysis Joe J
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Demonstration of Man
el_ayout vs. JPEG stanc
«Show new features ([
eCover earlier researc
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Demonstration of Prod
eRun demonstration sc
eDuring run, show codk
eExplain tests run in sc
eShow images for com
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Demonstration of Man
eShow menu bar links
eShow each page

eShow message board
eShow message board
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Encryption Algorithm:

*\Write file-type-byte tc
‘1’ for JPEG

eRead from input file

*\Write unencrypted to
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JPEG file iIn hexadecimal
MARKER HEADER

>elective Encryption Algorithms

DATA




PLAIN TEXT

CIPHER TEXT

elective Encryption Algorithms Shinya



Encryption Algorithm:
eKeep encrypting until €
|FF DA]
eStart of encoded da
eHide marker inside enc
*Hide random length of

e Encryption Algorithms
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JPEG file iIn hexadecimal
MARKER HEADER

Stop encrypting around here

Encoded data stream

>elective Encryption Algorithms



Decryption Algorithm:

e Read file-type-byte frc
e ‘1’ for JPEG

e Read/Write until Huff
[FF CO or FFC4]
ebaseline standard H
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e Encryption Algorithms



ISE file iIn hexadecimal
MARKER HEADER

ective Encryption Algorithms

DATA




CIPHER TEXT

PLAIN TEXT

elective Encryption Algorithms Shinya
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Potential Attacks:
Brute force replaceme
eInside knowledge
ePassword
elmage editor
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