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Problem:

e Multimedia files are

e ENncryption Is expe
e Processing time

e File size

Statement



Affected User Scenario

e Images on websits

e File sharing
e Cable TV

Statement




Solution:

e Selective Encryptio

Definition from MPEG psa

Selective encryption applies encryption to
a subset of a file with the expectation that
the entire file will be rendered useless to
anyone who cannot decrypt that subset.

Statement
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Selective Encryption Req

e Perceivable degrada
e Encryption of less th

e Minimize required cc
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Encryption of Compressed File

e Independent of time (JPE

Itlal Research
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ff e0 (indicates Application Data)

Research




00 10 -- (16 bytes of data will follow)

Research




4a 46 49 46 00 01 01 01 00 48 00 48 00 OO

(16 bytes of information indicating what
application created the file.)

Research
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General Development Ap

e Study Compression
e Study earlier approa

e Create a testing tool




pto community

algorithm

Research




Presentation Overview:

e Statement of problem
e Initial research into compres

e Target Selection Proces
e JPEG Statistical Analysis
e JPEG Manipulator Design
e JPEG Manipulator Demonstr

Ths "L M TR

Joseph K



37 3
I!l'-l'!
110

e e

Selection Process

Isibility of the image

forged by a hacker

Joseph K



ALl

q
| o™
- -

(" PR EAF B L 0

-1 Requirements and

-2 Compliance Testing

Joseph K



hmetic Conditioning Tables

seline Compression

rarchical Progression
seline Compression

ber of Lines
set size)

Joseph K



iR

- l"q
[ 11} aseline Compression
A or Future Extensions

3aseline Compression

ot Selection

Joseph K



Ives are predictable

ot Selection

Joseph K



Selection

Joseph K



Presentation Overview:

e Statement of problem

e Initial research into compres
e Target Selection Process

e JPEG Statistical Analysi
e JPEG Manipulator Design
e JPEG Manipulator Demonstr

Ths "L M TR

Joseph K



Joseph K



Joseph K



This is an ASCII representation (in hexadecimal) of the hinary values found in the file
: Dust.jpg

FEEerEIFouUnNd: ==============

ff d8 — Start of Image

ff e0 — Application Data — 00 10 — (16 bytes) — 4a 46 49 46 00 01 01 01 00 48 00 48
00 00

| ff do — Define Quantization Table — 00 43 — (67 bytes) — 00 06 04 05 06 05 04 06 06
05 06 07 07 06 08 0a 10 0a 0a 09 09 0a 14 0e Of Oc 10 17 14 18 18 17 14 16 16 1la
1d 25 1f1a 1b 23 1c 16 16 20 2c 2023 26 2729 2a 2919 1f 2d 30 2d 28 30 25 28
29 28

ff do — Define Quantization Table — 00 43 — (67 bytes) — 01 07 07 07 Oa 08 0a 13 Oa
O0a 13 28 1a 16 1a 28 28 28 28 28 28 28 28 2828 28 28 28 28 28 28 28 28 28 28 28
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28
28 28

ff c0 — Huffman Table — Baseline DCT — 00 11 — (17 bytes) — 08 01 cb 02 4a 03 01
22 000211 01 0311 01

ff ¢4 - Huffman Table — 00 1f — (31 bytes) — 00 00 01 05 01 01 01 01 01 01 00 00
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b

tatistical Analysis Joseph K
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) KB, 1 MB, and larger

Jes:
)X480, and 800x640 pixels
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All Picture Results from 10-19Kb

B % Huffman
1% Quantizer

M % Encoded Stream

Analysis
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Requirements:

e Testing tool
e Graphical user interfac
e Displays each compon

e Easy manipulation of
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Modules:

e Standard Windows me
e Graphical User Interfa
e CoOmmon methods

e Convert binary to ASC

Ths "L M TR

yulator Design



Standard Windows Met

e Required functions like

e Initialization functions

Ths "L M TR

ulator Design



Graphical User Interface
e Methods called during
e Event handlers

e menus

e buttons

Ths "L M TR

ulator Design



Common Methods:
e Create/Load/Save
e project(s)
e picture(s)

e Show warning(s)

Ths "L M TR

ulator Design



Convert Binary to ASCI |
Convert ASCI I to binary

e Methods to load ime

e Create images from

lator Design
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JPEG Selective Encryptio

e Remove application dat
e Remove comment data
e | eave initial Huffman

lator Design
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Requirements:

e Secure
e No increase in file size

e Recommendation fro

e L. MR L2 il

otion Algorithm Selection



AES (Rijndael):

 NIST selection of AES ¢
e Block Cipher

e Rijmen and Daemen

e Open source optimizec
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Encryption Algorithm:

e Write file-type-byte tc
e ‘1’ for JPEG

e Read from input file

e Write unencrypted to

e Encryption Algorithms

Ths "L M TR



JPEG File
MARKER HEADER

1
| |

elective Encryption Algorithms



e Indicates Huffman
e ffcO -- baseline f
e ffc4 -- Huffman

Ths "L M TR

e Encryption Algorithms



JPEG file iIn hexadecimal
MARKER HEADER

>elective Encryption Algorithms

DATA




PLAIN TEXT

CIPHER TEXT

elective Encryption Algorithms Shinya



Encryption Algorithm (c

e Write until non-Huffm
e Below ffcO
e Above ffcf

L. N

ihe . DL

ve Encryption Algorithms



JPEG file iIn hexadecimal
MARKER HEADER

Stop encrypting here

Entropy coded data stream

>elective Encryption Algorithms



e Until end of file (ffc

e Unless another Huf

Ths "L M TR

e Encryption Algorithms



Decryption Algorithm:

e Read file-type-byte frc
‘1’ for JPEG
e Read/Write until mark

e Indicates start of e

Ths "L M TR

e Encryption Algorithms



ISE file iIn hexadecimal
MARKER HEADER

ective Encryption Algorithms

DATA




CIPHER TEXT

PLAIN TEXT

elective Encryption Algorithms Shinya



Decryption Algorithm (c

» Read/Write unencrypt
e Until end of file

e Unless another Huf
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e Encryption Algorithms
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Object Oriented Outline:

e Data Abstraction

e |SE constructors
e Virtual encrypt/dec
e Data members and C
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Object Oriented Outline (

e Information hiding

e Data members
e protected
e Get/Set methods
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Object Oriented Outline

 Inheritance

JPEG_ISE Class
 Encrypt
e Decrypt

oduction Code Design Andrew



Object Oriented Outline (

* Polymorphism

e Constructors
e ise()

e Ise (key, input_file_n:

Ths "L M TR

oduction Code Design



Object Oriented Outline (cont)
* Polymorphism

e Encryption
e encrypt_file()

e encrypt_file(key, input_fil

Production Code Design



APl Usage:
Encryption Scenario:

char[] myKey = “ISE_IS_TH
char[] mylnputFile = “myl

char[] myISEFile = “mylmac

Nn* m

E Production Code Design



APl Usage (cont):

Decryption Scenario:
char[] myKey = “ISE_IS_THE
char[] mylSEFile = “mylmag
char[] myOutputFile = “myl
jpeg_ise* mylISE;

myISE = new jpeg_ise();

E Production Code Design




OO Benefits:

e Objects easily extendable to
e Clean, reliable code

e Apply what we’ve learned

’roduction Code Design
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Requirements:

e Easy to maintain

11 e Distribute products/«
ITLY e Create on existing ca
[ 24 e http://128.138.75.184
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Project Proposal

Documentation

Project Sponsor

Team Info

Doumilnade

This website represents a team of
University of Colorado students working
under the sponsorship of Professor

Tom Lookabaugh in the department of
Computer Science to develop a series of
selective encryption schemes applicable
to various multi-media targets.

te Design Andrew




Praject Proposal

Documantation

{15F Documents |

Project Sponeor

Team Info

Downloade

Requirements

Linke

Prototype Plan

te Design
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Downlnade

Download ISE Software

Site Design Andrew
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Future Considerations:
e Black hat attacks
e Huffman table
e Replacement
e Reconstructi

Considerations
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